Because of functionality evolution, or security and performancerelated changes, some APIs eventually become unnecessary in a software system and thus need to be cleaned to ensure proper maintainability. Those APIs are typically marked first as deprecated APIs and, as recommended, follow through a deprecated-replaceremove cycle, giving an opportunity to client application developers to smoothly adapt their code in next updates. Such a mechanism is adopted in the Android framework development where thousands of reusable APIs are made available to Android app developers.
INTRODUCTION
Android is currently dominating the smartphone market, attracting 85% of global sales to end users worldwide. Among the many potential incentives which drive Android's competitiveness in comparison to other mobile operating systems, we note the rapid and Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this work owned by others than the author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. Request permissions from permissions@acm.org. MSR '18, May 28-29, 2018 , Gothenburg, Sweden © 2018 Copyright held by the owner/author(s). Publication rights licensed to Association for Computing Machinery. ACM ISBN 978-1-4503-5716-6/18/05. . . $15.00 https://doi.org/10.1145/3196398.3196419 constant evolution of the Android framework: McDonnell et al. [1] have reported that developers should expect a new release every three months. This is an indication of the pace at which Android maintainers deal with vulnerability fixes and performance improvements on the one hand, and the introduction of new features on the other hand. While these framework code changes empower app developers to continuously provide high-quality apps, they also bring about compatibility issues. For example, during framework evolution, a class can be renamed or a method's signature may be modified (e.g., addition of an extra parameter), eventually impacting the Application Programming Interfaces (APIs), and eventually breaking the execution of developer apps [2] .
To enable a graceful adaptation of developers to framework changes, API deprecations are implemented following the so-called deprecate-replace-remove cycle. In this scheme, APIs that will no longer be maintained in the framework are first flagged as deprecated, through a proper @Deprecation Java annotation, or by inserting @deprecation in the relevant Javadoc message. Subsequently, the code of deprecated APIs are updated with replacement messages which are meant to help developers refactor their apps in order to migrate from deprecated APIs to their replacements [3] . Finally, after some reasonable time (e.g., several releases of the framework), deprecated APIs are eventually removed from the framework so as to clean the framework and thereby reducing the maintenance burden on the framework code base.
Unfortunately, as unveiled by several studies in the research literature [4, 5] , the deprecated-replace-remove cycle is not always respected, leading to challenges for both framework maintainers and app developers. A number of research works have then investigated to tackle the challenges associated to API deprecation. For example, some researchers have explored the quality of documentation for deprecated APIs [6, 7] . Others have studied developer reactions to deprecated APIs [4, 5, [8] [9] [10] [11] . There have been also various works on automatically migrating client code in response to broken APIs [12] [13] [14] [15] [16] [17] [18] [19] . Nevertheless, despite the significant attention given to API deprecation in general, it is noteworthy that the problem has not yet been extensively explored in the Android ecosystem specifically.
Our work aims at understanding and characterising how Android APIs are deprecated in practice and how developers react to the phenomenon. The overall goal of this research is to draw insights that (1) framework maintainers can build on to improve strategies for deprecating APIs, and that (2) can be used to assist app developers in dealing with compatibility issues that can arise after API deprecation.
Towards achieving the goal of this work, we present an exploratory study on the deprecation of Android APIs. This study 254 builds on a systematic source code mining of the Android framework, which is constituted of over 3 million lines of Java code in over 7,000 Java files. The study also involved analysing 10,000 real-world Android apps to explore questions related to the management, in practice, of deprecated APIs by developers.
In this work, we first design and implement a prototype tool called CDA, standing for Characterising Deprecated APIs. Then, we apply CDA to different revisions (i.e., releases or tags) of the Android framework code and compare the obtained results to understand the evolution of deprecated Android APIs. Finally, we explore a set of real-world Android apps attempting to understand the reaction of app developers to deprecated Android APIs. Our experimental investigation eventually finds that (1) Deprecated Android APIs are not always consistently annotated and documented; (2) Deprecated Android APIs are regularly cleaned-up from the framework code base and half of the cleaned APIs are performed in a short period of time, requiring developers to quickly react on deprecated APIs; (3) Around 70% of deprecated Android APIs have been commented with replacement messages, which however are rarely updated during the evolution of Android framework code base; (4) Most deprecated APIs are accessed by app code via popular libraries. The accessing delay of common libraries however is generally shorter than that of app code, and library developers are more likely to update deprecated APIs than app developers.
To summarise, we make the following contributions:
• We design and implement a prototype tool called CDA that automatically characterises deprecated APIs by mining the source code of Android framework releases.
• We have identified three bugs related to deprecated APIs by parsing the latest revision of the Android framework code. These bugs have been further submitted to the issue tracker system 1 of the Android Open Source Project (AOSP) and have been quickly assigned and positively appreciated by the framework maintainers, who claim that these issues will be updated in future releases 2 .
• We present a quantitative study on deprecated Android APIs along the evolution of the Android framework base.
• We harvest a comprehensive list of deprecated Android APIs and provide also their latest replacement messages that can be leveraged to guide the practical replacements of deprecated APIs. We make available online our implementation, along with the scripts to replicate our experiments at https://github.com/lilicoding/CDA It is worth to mention that although CDA targets the Android framework code base, it is implemented generically and could be easily migrated for the analysis of common Java repositories. Concretely, the Java file parser and the API to replacement mapping should work directly to Java projects.
The remainder of this paper is organised as follows. Section 2 presents the necessary background information to allow readers to better understand this work. Section 3 presents the experimental setup of this work, including the dataset and the research questions as well as the implementation of our prototype tool CDA. Section 4 details our quantitative studies towards answering the aforementioned research questions. After that, Section 5 discusses the potential implications and the possible threats to the validity of this work. The closely related works are detailed in Section 6, followed by our conclusion to this work in Section 7.
BACKGROUND
In this section, we provide the necessary background information on the concept of Android APIs and deprecated APIs to help readers better understand our process.
Android APIs
Android APIs, like any other APIs that are defined as publicly accessible methods in the code base, are provided to support developers for building shipping quality apps. Those APIs are usually shipped with Software Development Kits (SDKs) that are frequently updated as the Android system evolves: since the launch of Android in 2008, Android SDKs have been released in 8 versions providing progressively 26 API levels. This SDK comes with an online portal 3 that tracks all documentation written by Android maintainers to help developers correctly use the provided APIs. Fig. 1 presents the screenshot of an example documentation for API saveLayer(RectF,Paint,int), from which app developers can learn the main functionality of this API as well as the necessary knowledge to correctly invoke it. This behaves the same as save(), but in addition it allocates and redirects drawing to an offscreen bitmap.
All drawing calls are directed to a newly allocated offscreen bitmap. Only when the balancing call to restore() is made, is that offscreen buffer drawn back to the current target of the Canvas (either the screen, it's target Bitmap, or the previous layer).
added in API level 1
This method was deprecated in API level 26.
Use saveLayer(RectF, Paint) instead.
Note: this method is very expensive, incurring more than double rendering cost for contained content. Avoid using this method, especially if the bounds provided are large, or if the CLIP_TO_LAYER_SAVE_FLAG is omitted from the saveFlags parameter. It is recommended to use a hardware layer on a View to apply an xfermode, color filter, or alpha, as it will perform much better than this method. 
Deprecated APIs
With the evolution of APIs, some of them may no longer fit with the new requirements of the SDK, e.g., because of security or performance reasons [20] . SDK maintainers thus need to remove such APIs so as to prevent their usage in client apps. Nevertheless, because of potential compatibility requirements, deprecated APIs cannot be directly removed as it may otherwise lead to application runtime crashes. In this context, SDK maintainers adopt a simple convention: any to-be-removed API must first be marked as deprecated API via a Java annotation @Deprecated. On the one hand, this annotation indicates that the marked API can be removed in any future release of the SDK and is thus not recommended to be used in a newly developed app. On the other hand, the annotation does not prevent its use in legacy apps, allowing such apps to continue to perform to some extent. Listing 1 illustrates two real examples of deprecated Android APIs, namely isNetworkTypeValid() and removeStickyBroadcast(), which were implemented in classes ConnectivityManager and Context of the Android framework base, respectively. The description (cf. lines 3 and 14) explains that these two APIs are deprecated because of function changes (i.e., there is no need to validate the network type) and security concerns (i.e., sticky broadcast provides no security protection). 
EXPERIMENTAL SETUP
Our objective in this work is to mine the Android framework code base for characterising the deprecated Android APIs. We expect this study to provide actionable guidelines for both app developers and market maintainers to better deal with apps accessing deprecated Android APIs. To this end, we present a research tool called CDA to support our analyses on Characterising Deprecated APIs. Before detailing the design and implementation of CDA in Section 3.2, we first present the dataset used in this study (cf. Section 3.1). We conclude the section by presenting some statistical highlights on the Android framework code base (cf. Section 3.3).
Dataset
Our dataset targets two artefacts, the Android system code base, and client code. Thus, it includes:
• GitHub repository data of the Android framework base 4 .
• A set of 10,000 apps that are randomly selected from AndroZoo [21] . We sample 5,000 apps from the official Google Play market (GPlay) apps and 5,000 apps from third-party markets (NGPlay). The Android platform code, hosted in Github since October 2008 5 , is actually a mirror of the Google source code repository 6 maintained by Google. It has since been forked 5 000 times, and has seen the contributions of over 600 developers, while being watched for changes by almost 900 developers. The 109 git development branches have integrated changes from 323,059 commits. Each commit representing a revision state of the code base, the successive changes provide a good historical view on how do the APIs evolve. Previous studies have already investigated this evolution in other contexts [22] [23] [24] .
Over 450 revisions in the framework development are tagged as releases. Consecutive releases can be made available without the API level being changed. We therefore assume that such releases (i.e., within the same API level) will be similar in terms of API structure. In this study, for the sake of simplicity, we pick one release (generally the latest) that is associated to each API level, to build the evolution dataset to be investigated. Note that API levels 11, 12 and 20 are irrelevant to our study as they do not actually correspond to new releases of the code base 7 . Eventually, as illustrated in Table 1 , we are able to consider 20 releases (associated to 20 API levels) for our study. In addition to the Android platform framework base, we also collect Android apps to investigate how deprecated APIs are addressed by app developers. To this end, we inspect 10,000 apps: 5,000 from the official Google Play store (hereinafter referred as GPlay) and 5,000 from third-party markets (hereinafter referred as NGPlay) such as AppChina. These apps are randomly 8 selected from the AndroZoo app repository, which contains over 5 million Android apps and is known to be so far the largest app set publicly available 7 There are no releases (or tags) for API levels 1-3, 11 and 12 while the API level 20 is reserved for wearable devices. 8 By using gshuf | head -5000 command. Towards understanding the reason why Google Play apps access deprecated APIs, we further record all the callers of deprecated APIs. Our investigation reveals that actually most of the deprecated APIs are accessed by third-party libraries 14 . Table 7 highlights the top five caller packages that have invoked deprecated APIs in Google Play and Third-party market apps, respectively. If we exclude common libraries from consideration, the number of apps leveraging deprecated APIs reduces to 374 and 127 respectively for Google Play and third-party market apps. This evidence suggests that common libraries, especially such ones that are provided by well-known parties such as Google, are not frequently updated in developer app code. We explore the gap between the targeted SDK level and the API deprecation level, indicative of time delay, i.e., dela = tar etSDK − deprecationLe el. This delay represents the number of generations where app developers are still able to call deprecated APIs. The delay between the thousands deprecated APIs called by the 3,787 apps range from 1 to 18 with 5 and 4.9 generations as median and mean, respectively. Fig. 10 further presents the distribution of API level delays between Google Play and third-party market apps. The callers of deprecated APIs are also separated into two folds: app code and common library code. Interestingly, although most deprecated APIs are leveraged by library code, their accessing delay is however shorter than that of app code for both Google Play and third-party market apps. This difference is also further confirmed by a MWW test. 
RQ-4 Finding
Most deprecated APIs are accessed by app code via popular libraries. Developers should thus pay attention in the library releases used in their app packages. The accessing delay of common libraries however is generally shorter than that of app code, and library developers are more likely to update deprecated APIs than app developers.
DISCUSSION
This section discusses implications of this study and promising research directions that could be built on the characterization of Android APIs (cf. Section 5.1). We also enumerate some potential threats to validity in our findings (cf. Section 5.2).
Implications
The findings of this study raise a number of issues and opportunities for the research and practice communities.
=⇒ Tool support for deprecating APIs.
As unveiled by our investigations and reported in Section 4.1, deprecated APIs suffer from inconsistency issues in documentation and annotation. Most probably, API deprecation remains a manual process undertaken by framework developers. Given the consequences of inconsistency issues in practice for app developers, it is necessary that Android maintainers adopt specific tools to deal with API deprecation. Generally, it is important for not only the maintainers of Android framework base but also for the maintainers of any other repositories that need to deal with API deprecation to request tool support. Our research prototype, namely CDA, is actually our first step towards providing such a general tool for helping repository maintainers better deal with API deprecation.
=⇒ A deprecate-replace-hide-remove model.
So far, the practice in dropping legacy APIs from the code base consists in applying the so-called deprecate-replace-remove model, where the legacy APIs are eventually removed after a certain period of time. This model appears to be suitable for most cases, but would still lead to crashes for some legacy client apps which still call into removed APIs. In order to avoid such unnecessary crashes, the Android framework base has introduced another means to deal with deprecated APIs. That is, instead of directly removing deprecated APIs, it first flags them as hidden APIs that can still live for a while in the framework side (i.e., available in the runtime virtual machine) but are no longer available in the client SDK. Thus, legacy apps, which still call into hidden APIs (removed from the SDK), can successfully run on updated devices. Meanwhile, new apps that are developed based on latest SDK would not face the problem of accessing "removed" APIs because those APIs are indeed removed from the developer's point of view. This scheme has already been shown to be effective for other APIs in the Android framework code base. Thus, we recommend that the community adopts a new process model for deprecating APIs, namely deprecate-replace-hideremove model. We remind the readers that hidden APIs could be promoted to public APIs eventually [31] , which however should not contradict the proposed deprecate-replace-hide-remove model as those hidden APIs will unlikely be originated from deprecated ones.
=⇒ Automatic fix of deprecated APIs usage in apps.
Our study in this work constructs a mapping between deprecated APIs and their replacement alternatives. An opportune research direction could be to invent an automated approach for fixing the usage of deprecated APIs across apps in the wild. This direction involves challenges beyond simple refactoring of API call sites: indeed, alternatives can be other API methods with different parameters (how to initialize arguments based on context variables?), suggested classes (how to infer object initialization and specific internal method calls?), or fields of existing objects (how to identify the right object, and use the appropriate field in replacement code?). Nevertheless, we believe that leveraging the mapping produced in this work and a large dataset of apps (with millions of code samples) can help systematically learn patterns for fixing the usage of deprecated APIs.
=⇒ Evolution study on apps dealing with deprecation. Although we found in our study that most deprecated APIs come with replacement messages indicating alternatives, we have no confirmation that the proposed alternatives are indeed suitable for app developers and the scenarios in which they used the deprecated APIs. Building on a large dataset of apps with several release versions per app, we can investigate how developers react to API alternatives: do developers follow maintainer recommendations? what has impacted API deprecation on app code maintenance? etc. Such a study will complete the view on API deprecation in the Android framework.
Threats to Validity
First, our investigation is conducted based on a subset of selected releases of the Android framework base, where the selected subset of releases may not be representative for the whole evolution of deprecated APIs and hence introduce threats into the external validity. Nevertheless, to alleviate this threat, we have considered all the possible API level releases.
Second, the representability of our approach could potentially be also impacted by the selection of app sets. Nonetheless, this threat is mitigated by performing random sampling from so far the largest and most up-to-date research dataset (a.k.a. AndroZoo) in our community.
Third, our library-based investigation is based on a whitelist provided by Li et al. [22] , where certain libraries could be still missing, making our corresponding findings biased to some extent. Nevertheless, the whitelist we have leveraged contains over 1,000 libraries including at least the popular ones (e.g., all the popular libraries presented in Table 7 are included).
Fourth, the developer reactions study is conducted based on the targetedSDK version, which has been used by app developers to test against the functionality of the apps, resulting in a limited view of the use of deprecated APIs as ideally the full range of supported SDK versions should be considered. Nevertheless, our empirical findings should not be significantly impacted as the targetedSDK version generally represents the framework version the corresponding app is developed upon.
Finally, our empirical investigations are performed purely on software artefacts (e.g., the source code and documentation of the Android framework base, or the bytecode of Android apps), the corresponding findings may only reflect the output of those artefacts and hence may not reflect the opinions of framework maintainers and app developers. To alleviate this, in our future work, we plan to contact both framework maintainers and app developers for a more comprehensive understanding on how are deprecated APIs treated in practice.
RELATED WORK
Recent studies have explored the problem of deprecating APIs from various aspects. In this section, we discuss some of the most representative ones.
API Deprecation
As a common knowledge, deprecated APIs should follow the deprecatereplace-remove cycle where an API is first marked as deprecated and then replaced by a new API and eventually removed from the source code base [32] [33] [34] . However, many deprecated APIs are not removed despite having remained as deprecated for years. For example, Zhou et al. [32] present a retrospective analysis of deprecated APIs and find that the traditional deprecate-replace-remove cycle is often not respected in open source Java frameworks and libraries. They also argue that, because of API deprecation, coding examples on the web can easily become outdated. Consequently, they present a prototype tool named Deprecation Watcher to automatically flag coding examples of deprecated APIs so that developers can be informed of such usages before spending time and energy into interpreting them. Kapur et al. [34] further reveal that deprecated entities do not always get removed eventually while removed entities are not always deprecated beforehand.
For some Java systems on Maven Central Repository, deprecated APIs are even never removed, as discovered by Raemaekers et al. [35] . Unfortunately, in their study, only @Deprecated annotation is considered, i.e., @deprecation Javadoc tag is ignored, which could have missed some deprecated APIs. As demonstrated in this work, it is quite common that these inconsistencies appear in Java source code repository such as the Android framework code base.
Brito et al. [6] argue that APIs should always be deprecated with clear replacement messages so that client systems can correspondingly update. However, based on their investigation, this philosophy is not always respected. Similarly, Ko et al. [7] investigate the relationship between API documentation quality and the resolved deprecated APIs. Their empirical investigation reveals that deprecated APIs with documented replacement messages are more likely to be updated comparing to such deprecated APIs that have no documentation indicating their alternatives.
Espinha et al. [8] provide a systematic and extensible study on the deprecation of web APIs. Their experimental results show that many web developers are not able to keep their app up-to-date even with a long deprecation time given. Taking Google Maps API version 2 as an example, Google gives three years for its developers to upgrade but turns out that three years are not enough. The authors then argue that three years are rather short but too long that leaves developers too relaxed to migrate their code. This interesting finding could also happen in Java-based systems including the Android framework code base. However, to explore this direction is out of the scope of this work, we therefore consider it as our future work.
API Evolution
McDonnell et al. [1] investigate the stability and adoption of Android APIs and find that Android APIs evolve fast and app developers do not follow the evolution momentum. For example, they disclose that around 28% of APIs used by Android apps are outdated where the median lagging time is 16 months. Linares-Vásquez et al. [10] further explore the relationship between fault-and changeprone APIs and the success of Android apps and empirically demonstrates that there is a negative impact between these two parts [36] . Furthermore, they also empirically show that change-prone Android APIs are more likely discussed on social media such as Stack Overflow [10] .
Li et al. [22] explore the evolution of inaccessible Android APIs, where both internal and hidden APIs are considered. Like our approach, they also investigate the inaccessible APIs based on the historical changes of the Android framework code base. They have taken into account 17 prominent releases and reveal that inaccessible APIs are commonly implemented in the Android framework. In this work, we find another reason, which is yet not disclosed by their approach, that certain deprecated APIs are eventually marked as hidden. This modification is quite intelligent as from app developer's point of view those deprecated APIs have been removed from the SDK while from the framework's point of view those deprecated APIs are still retained to avoid potential compatibility issues.
In addition to Android framework code base, several approaches are also proposed to investigate the evolution of general framework code [37] [38] [39] . Dagenais and Robillard [37] present a client-server tool called SemDiff that automatically recommends adaptations such as replacing no longer existed methods to client programs by mining the evolution of framework changes. Similarly, Wu et al. [38] introduce AURA, a hybrid approach that integrates call dependency analysis with text similarity comparison together, to automatically identify change rules to further benefit client programs to keep their code up-to-date. Meng et al. [39] present a novel approach named HiMa, which performs pairwise comparisons for each consecutive revisions recorded in the evolutionary history and aggregates revision-level rules to construct framework-evolution rules. Although HiMa takes more computing powers than AURA, it achieves higher precision and recall in most circumstances.
CONCLUSION
In this work, we have conducted an exploratory study of deprecated Android APIs. In particular, we have built a prototype research tool called CDA and applied it to different revisions (i.e., releases or tags) of the Android framework code base to investigate all the deprecated APIs (how are they annotated and documented? or how are they cleaned up or survived during the evolution of the framework base?) and infer the mapping with their potential replacement alternatives. Finally, we explore a set of real-world Android apps attempting to understand the reaction of app developers to deprecated Android APIs.
Our experimental investigation eventually finds that (1) Deprecated Android APIs are not always consistently annotated and documented, which can have severe consequences in app development and user experience; (2) The Android framework code base is regularly cleaned-up from deprecated APIs, often in a short period of time; (3) In general, Android framework ensure that deprecated APIs are commented to provide alternatives, although this documentation is rarely updated. (4) In practice, most usage sites of deprecated APIs in app code are located in popular libraries, although, library developers are more likely to update deprecated APIs than app developers.
